
AUNIDS

AUNIDS actively detects any malicious activity that is occurring inside the
network. It continuously monitors the traffic flow across the network and
correspondingly reports events and alerts on a real-time basis in the web-based
GUI.

Features
Network Security Monitoring
Security Monitoring of network packets to provide information about the potential threats.

Intrusion Detection System
Intrusion Detection System to detect any intrusion inside the network.

Offline Analysis of PCAP files
Provides support for the offline analysis of PCAP files.

Scalable Flow Engine
Provides a scalable flow engine.

IP Reputation
IP reputation provides a way to handle IP addresses with a bad reputation.

Log Rotation
Provides flexibility for the management of log files.

Multi-Threading
Provides a multi-threaded architecture to handle the higher bandwidth.



Web-Based GUI
Provides web-based GUI for the visualization of events and alerts.

Key Benefits

● Real-time detection of the network against malicious activities
● Real-time visualization of events and alerts
● Collection of the logs for the analysis to mitigate the future threats
● Signatures can be written based on collected logs to increase the

protection against potential threats
● Give insight into the activities occurring in a network

What is AUNIDS?

● AUNIDS actively detects any malicious activity that is occurring
inside the network

● AUNIDS continuously watches the traffic flow across the network
● AUNIDS reports events and alerts in real-time in the web-based

GUI

Why AUNIDS?

● AUNIDS can detect any malicious activity occurring inside the
network

● AUNIDS provides real-time visualization of the events and alerts
of the network and provides security professionals an insight into
the network activities



AUNIDS Dashboard

● AUNIDS dashboard provides the visualization of real-time events
and alerts

● It also provides log and time-series analytics
● Logs can be exported by security professionals for further

analysis from the dashboard






